MAMSITKA
JIJISI OBYUAIOIIUXCS Ob HH®OPMAIIMOHHOMN BE3OITACHOCTH
NETEN

HEJIb3A4

1. Bcem moapsia coo01maTs CBOO YacTHYIO HHMOpMaIuio (HacTosmuye uMs, haMmimio, TeaedoH,
ajpec, HOMep MIKOJbI, a Takke (GoTorpaduu CBOU, CBOCH CEMbH U JIpy3eii);

2. OTKpBIBaTh BIOKEHHBIE (halJIbI AJICKTPOHHOMN MOYTHI, KOTJIa HE 3HACITH OTIIPABHUTEIIS,
3. ['pyOuts, mpuaupaThCs, OKa3bIBaTh IaBJICHHE — BECTU Ce0sI HEBEIKIIMBO U arpeCCUBHO;

4. He pacmiopskaiics IeHbraM# TBOEH CEMbH 0€3 pa3pemieHus CTapIINX - BCET/Ia CIpaIiiBai
poauTeneit;

5. He Bcrpeuaiics ¢ IHTepHET-3HAKOMBIMU B PEAIbHOM JKU3HU - IIOCOBETYICS CO B3POCIIBIM,
KOTOpOMY JOBEpSIEIIb.

OCTOPOXXHO

1. He Bce mumryT npaBay. Yuraems o cede Henpasay B MHTepHETE — cO0OITH 00 3TOM CBOUM
POIUTEINSM WIIH ONIEKyHAM;

2. [TpurnamaroT nepenuchBaTbes, UrpaTh, 0OOMEHUBATHCS - IIPOBEPH, HET JIM MTOJBOXA;
3. He3zakonHoe konupoBanue (aiinos B IHTepHETE - BOPOBCTBO;
4. Beerga pacckasbiBail B3pOCIibIM O TPOOJIEMax B CETH - OHU BCEra MOMOryT;

5. Mcrionp3yii HaCTpOWKH O€30MaCHOCTH U PUBATHOCTH, YTOOBI HE MOTEPSITh CBOU aKKAyHTHI B
COLICETAX U APYTHUX MOPTAJIaX.

MOXHO

1. YBaxkail Ipyrux mnoyib30Baresiei;

2. [Tonb3yenibess MHTEPHET-UCTOUHUKOM - JIeJIall CCBUIKY Ha HETO;
3. OTKpbIBaii TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O6markcs 32 NTOMOIIBIO B3POCIIBIM - POAUTENH, ONIEKYHbI U a]IMUHUCTpALUs CAaliTOB BCeraa
MIOMOTYT;

5. Ilpoiian obyuenue Ha caiite «CeTeBUUOK» U MOJIYy4Hd HAacopT HU(POBOTo IrpakJaHUHA!

[Tucemo Muno6prayku Poccun ot 14.05.2018 Ne 08-1184
O HanpaieHnn HHPOPMAIIH
© Marepuan u3 CripaBouHol cucteMbl «OOpa3oBaHHE.

[MoapoOnee: http://vip.lobraz.ru/#/document/97/443572/p0o480/?0f=copy-fabfc4bbf0

NHOOPMAIINOHHASA NAMSATKA J1JIS1 OBYUAIOIIINXCSA

C KaXKIbIM I'OA0OM MOJIOACKU B UHTCPHCTC CTAHOBUTHLCA 60.]IBIJ_I€, a IIKOJIbBHUKU OJHU U3 CaMbIX
aKTUBHBIX NOJIb30BaTesel Pynera. Mexay TemM, HOMUMO OTPOMHOTO KOJIMYE€CTBA BO3MOKHOCTEH,
HUHTCPHET HECCT U HpO6JICMbI. OTa maMsaTKa JOJI’)KHaA ITOMOYb Te6e 6630HaCHO HaXoaAUTHCSA B CCTH.

KomnbrorepHbie BUPYCHI


http://vip.1obraz.ru/#/document/97/443572/po480/?of=copy-fabfc4bbf0

KommbroTepHbIi BUPYC - 3TO Pa3HOBUAHOCTH KOMIIBIOTEPHBIX IIPOTPAMM, OTIIMYUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTH K pa3MHOXKEHUIO. B 1omonHeHue kK 3Tomy,
BHUPYCHI MOT'YT OBPEAUTD WJIH MOJHOCTHIO YHUUTOXHUTH BCe (Pailyibl U JaHHbBIE, TIOJKOHTPOJIbHBIE
M0JI30BATENI0, OT UMEHH KOTOPOTO OblIa 3amyIlieHa 3apaxEHHas IporpaMMa, a TaKkxKe
MOBPEIUTH WU 1a’KE YHUUTOKUTH ONEPAI[MOHHYIO CUCTEMY CO BceMu (aiiiamu B 1iejaoM. B
OOJIBLIIMHCTBE CIy4YaeB PaclpoCTPAHAIOTCS BUPYCHI Yepe3 HHTEPHET.

MGTO)II)I 3aIlIWUTEI OT BPCAOHOCHBIX IMPOrpaMm:

1. Mcnionb3yii coBpeMEeHHbIE ONepallMOHHbIE CUCTEMBbI, UMEIOIINE CEPhE3HBINH YPOBEHB 3aIUTHI
OT BPEIOHOCHBIX ITPOTPAMM;

2. IlocTosiHHO ycTaHaBIMBaK mauyTH (UG POBBIC 3aIIaTKA, KOTOPHhIE aBTOMATUYECKH
YCTaHABJIMBAIOTCS C LEJbIO JOPAOTKU MPOrpaMMBbl) U Jpyrue OOHOBIICHUS CBOEH OmepariioHHON
cucteMbl. CkaurBail UX TOJIBKO ¢ opuImaIbHOTo caiita pa3padorunka OC. Ecnu cymecTtByeT
PCIKUM aBTOMAaTUYCCKOIO 06HOBJICHI/I}I, BKJIKOYH €TO,

3. Paboraii Ha cBOeM KOMITbIOTEpPE I10]1 TPaBaMH I10JIb30BaTeNIs, @ HE a]MUHUCTpATOpa. ITO HE
MO3BOJIMT OOJIBIIMHCTBY BPEJOHOCHBIX IPOrpaMM MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATILHOM
KOMITBIOTEPE;

4. Vcrionb3yi aHTUBMPYCHBIC MPOTrPaMMHBIE TIPOTYKThI U3BECTHBIX MPOU3BOIUTEIICH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpaanub GU3NIECKUI TOCTYN K KOMIBIOTEPY ISl TOCTOPOHHMX JIHII;

6. Mcnione3yii BHEIIHUE HOCUTENU UH(OpMAIMY, TaKHE Kak (iemika, JUCK Win (ailn u3
UHTEPHETA, TOJIBKO U3 NPOPEPEHHBIX HCTOYHUKOB;

7. He oTkphIBail KOMIbIOTEPHBIE (Daiiiibl, MOTyUSHHbIE U3 HEHAIEKHBIX UICTOUHUKOB. [laxe Te
(aiinel, KOTOpBIE MPHCIaN TBOW 3HAKOMBIH. Jlydllle yTOuHU y HETo, OTIPaBIIsLI U OH TeOe UX.

Cetu WI-FI

Wi-Fi - 370 He BUJ nepeadn JaHHBIX, HE TEXHOJIOTHUS, a BCEro JHIIb OpeHy, Mapka. Eme B 1991
TOAy HUJEPIIaHCKas KoMIaHus 3apeructpuponaia opens « WECA», uto 0603Hauao
cioBocouetanue «Wireless Fidelity», kKoTopblii nepeBoauTCs Kak «0ecIpoBOAHAS TOYHOCTDY.

Jlo Haiero BpeMeHH JI01uIa Apyrasi abOpeBrarypa, KOTopas sSBISIETCS TaKOH K€ TEXHOJIOTHEH.
Ot1o0 abOpeBuarypa « Wi-Fi». Takoe Ha3BaHHe OBLIO JaHO C HAMEKOM Ha CTaHJAPT BBICIITUH
3ByKoBO# TexHHKH Hi-Fi, uTo B mepeBoie 03Ha4aeT «BBICOKASI TOUHOCTH).

Jla, 6ecriaTHBIN HHTEPHET-IO0CTYII B Kade, OTEIAX U adpOropTax SBISICTCS OTITMYHON
BO3MO)KHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE SKCTIepPTHI CUMTAIOT, yTO o0mmeaocTynHbie Wi-Fi
CETH HE SBJISIOTCS O€30MaCHBIMH.

Cogertsl 110 Ge30macHOCTH paboTe B 001Ie0CTYNHBIX ceTsax Wi-fi:

1. He nmepenagaii cBoro nuaHyto nHGopmaIuio depes odmenocrymnubie Wi-Fi cetu. Paboras B
HUX, JKEJIaTeIbHO HE BBOAUTH ITAPOJIH JOCTYIIA, IOTHHBI U KaKUe-TO HOMEpa;

2. Ucnionb3yit 1 0OHOBIIS aHTUBUPYCHBIE IPOTpaMMbl U OpaHaMayep. TeM caMbIM Thl
obe3ormacwuiib cedst OT 3aKauKu BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkmoun GyHkiuio «O0umii 1octyn K aitiam 1 mpuHTEpaM».
JlaHHas1 PyHKITUS 3aKPhITA [0 YMOIYaHUIO, OJTHAKO HEKOTOPHIE MOJIB30BATENIN aKTUBUPYIOT €€
U1 ynoOCTBa UCHOIb30BaHUs B paboTe win yueoe;



4. He ucnionw3yit myommunbiit WI-FI s mepenadn TUUHBIX JaHHBIX, HATPUMED 71 BBIXO/IA B
COIIMAJIbHBIE CETU UJTU B AJIEKTPOHHYIO MOUTY;

5. Nnonp3yit Tonbko 3amuiienHoe coenunenne yepe3 HTTPS, a ue HTTP, T.e. nmpu HaGope BeO-
aapeca BBoaAU UMeHHO «https://»;

6. B moOunsHOM Tenedone oTkimoun pynknuto «llonkmouenune k Wi-Fi apromarnueckm». He
JOMyCKai aBTOMaTH4eCKOro MOAKIIIOUeHHs yCcTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero coracusi.

ConuanbHble CETU

ConuanbHble CETH aKTUBHO BXOJAT B HAIlly JKU3Hb, MHOTHE JIFOU paOOTaIOT U KUBYT TaM
MOCTOSIHHO, a B Facebook yxxe 3aperucTpupoBaH MIIIIHAP/L YETIOBEK, UTO SBISETCS OJHOM
ce/IbMOM Bcex XKuTelel TuianeTsl. MHOrHe mosib30BaTeN He IOHUMAIOT, 4YTO MH(pOpMaLus,
pa3MelleHHas UMH B COLIMAIbHBIX CETAX, MOXKET ObITh HaliZIeHa M UCIOJIb30BaHa KEM YTOIHO, B
TOM YHCJIe HE 00s13aTeNIbHO ¢ OJJTarMMU HaMEPEHUSIMH.

OCHOBHBIE COBETHI IO 0€30MMACHOCTH B COIIMAJIBHBIX CCTAX:

1. Orpannyb criucok apy3eil. Y 1eds B APY3bsiX HE JOIDKHO OBITh CIyYalHBIX M HE3HAKOMBIX
JIFOCH;

2. 3amuiail cBor YacTHYIO >ku3Hb. He yka3biBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXACHUS U APYTYIO JINYHYIO HH(POPMaLKIO. 3I0yMBIIIEHHUKHA MOTYT UCIIOJIb30BaTh JIaXke
MH(POPMALIUIO O TOM, KaK Thl U TBOM POAMTENH IUIAHUPYETE MPOBECTU KAaHUKYJIBL;

3. 3amumiaii CBOIO PEIyTaIuIo - IEP’KU €€ B UUCTOTE U 3a/1aBaii ceOe BOMpOC: XOTel OBl ThI,
4TOOBI IPyTHUE MMOJIL30BATEIIM BUACIH, YTO ThI 3arpyskaeiib? [logymaii, mpexie 4emM 4To-To
OITyOJIMKOBaTh, HAIIUCATh U 3aTrPy3UTh;

4. Ecnu Tl TOBOpPHULIB C JIFOABMHU, KOTOPBIX HE 3HACIIb, HE UCIOJIb3YyH CBOE PEAIIBHOE UMS U
JPYTYIO TUYHYIO0 HH(POPMALIMU: UM, MECTO JKUTEIBCTBA, MECTO Y4eObl U IpoyUee;

5. N36eraii pazmenienus potorpaduii B UnTepHeTe, /1€ Thl H300pakeH Ha MECTHOCTH, TIO
KOTOPOI MO>KHO OTIPENETUTH TBOE MECTOIOJIOKEHUE;

6. [Ipu peructpanuu B COIMATBLHON CETH HEOOXOIMMO UCIIOJIb30BATh CJIOXKHBIE MapOJIH,
cocrosmue u3 OykB U U(p U ¢ KOJMUYECTBOM 3HAKOB HE MEHee &;

7. JAnst conManbHOM CeTH, MOUYTHI M IPYTUX CAaHTOB HEOOXOIMMO HCIIONB30BaTh pa3HbIe MApOJIH.
Torga eciau Teds B37I0MAIOT, TO 370YMBIIUICHHUKH [1OJy4aT AOCTYI TOJIBKO K OJJHOMY MECTY, a HE
BO BCE Cpasy.

DNEeKTPOHHBIC IEHBI U

BHGKTpOHHBIC JCHBI'M — 3TO OYCHb y,[[O6HBII>i crnoco6 HJ'IaTe)Keﬁ, OAHAKO CYHICCTBYIOT
MOIIICHHUKH, KOTOPBIC XOTAT OJYUUTh 3TU ACHBI'U.

SHGKTpOHHBIe JCHBI'H ITOSABHUIINCHh COBCEM HEAABHO U UMCHHO HM3-3a 5TOT'O BO MHOTHX
rocygapCTtBax A0 CUX IMOP HC MPOIMMCAHO MMPO HUX B 3aKOHAX.

B Poccun jxe oHu (yHKIIMOHUPYIOT U O HUX Y>K€ IPOIUCAHO B 3aKOHE, ITI€ UX Pa3AeisioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE 1 HE aHOHUMHBIE. Pa3HuIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pelaeTcsi NpOBOAUTH onepannn 6e3 uaeHTU(UKaluY I0JIb30BaTeNs, a B
HEaHOHUMHBIX UICHTU(HUKALIUN TOJIb30BaTeNs SABISETCS 0053aTeIbHOM.

Takoke ciemyeT pa3ianyarhb EKTPOHHbIE (praTHBIE JEHBIU (PaBHBI TOCYAAPCTBEHHBIM BAIIOTaM )
Y DJIEKTPOHHBIE He(praTHbIEe EHbIU (HE paBHBI TOCYJapPCTBEHHBIM BallIOTaM).

OcHOBHBIE COBETHI IO 6€30MacHO paboTe C AMEKTPOHHBIMU JICHbIAMU:



1. IIpuBsbxu K cueTy MOOMIIBHBIN TeneoH. DTO caMblil yIOOHBIN U OBICTPHIN CIIOCOO
BOCCTAHOBHTD JOCTYTI K cueTy. [IpuBsi3aHHbIi TenedoH MoMoKeT, eciau 3a0yaenb CBOi
TJIATEKHBIN MapoJib WM 3aii/IeIIb HAa CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonw3yit ogHopaszobie maponu. [locne nepexona Ha yCUIIGHHYIO aBTOPU3AIIHIO TeOE YXKe He
OyZeT yrpoXxarh OIMacCHOCTh KPaKU WUJTU TIEpexBaTa IIaTeKHOTO apois;

3. BeiOepu crioxkHbIi 1apodb. [IpecTymankam OyeT He IpOCTO yrajaarh CIOKHBIN apoJb.
HanexxHble mapoau — 3To napoiu, KOTOPbIE CO/IEpKaT HE MEHEe 8 3HAKOB M BKJIIOUAIOT B ce04
CTPOYHBIE U MPOIMUCHBIE OYKBBI, IU(PPHI U HECKOJILKO CUMBOJIOB, TaKMe KaK 3HaK J10Ju1apa,
(dyHTa, BOCKJIHMIIATEIbHBIN 3HAK U T.I. Hampumep, StROng!;;

4. He BBOJIM CBOM JIMUHBIE JJAHHBIEC HA CalTax, KOTOPHIM HE JOBEPSEIIb.
DNeKTpoHHAas MOHTa

DJEeKTpOHHAs MOYTa — ATO TEXHOJIOTHUS U MPEAOCTABISIEMBIE €10 YCIYTH IO MEPECHIIKE U
MOJTyYEHUIO AIIEKTPOHHBIX COOOIIEHUMN, KOTOPBIE PACTIPENETSIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO ANIEKTPOHHBIHN MOYTOBBIN AMMK BRIIISAUT CIAEAYIOIIMM 00pa3oMm:
UMs_TIOJIh30BaTesi(@uMs_JIoMeHa. Takke KpoMe repeiaud IpoCToro TeKCTa, UMeeTcs
BO3MO)KHOCTb ITE€peaBaTh (Qaiibl.

OcCHOBHBIE COBETHI 110 6€30MacHOM padoTe C AIEKTPOHHOMN TTOYTOM:

1. Hayio BbIOpaTh NpaBUIIbHBIN TOYTOBBIN cepBUC. B HHTEpHETE €CTh OIrPOMHBIN BBIOOD
OecCIIaTHBIX TOYTOBBIX CEPBUCOB, OIHAKO JIyUIle TOBEPATh TEM, KOT'O 3HACIlIb U KTO MEPBBIN B
pEUTHHrE;

2. He yka3biBaii B IMYHOH 1ouTe JTHMUHYIO0 HHPopManuio. Hampumep, srydie BeIOpaTh
«My3bIKaJIbHBINA _(aHaT@» miu «pok2013» BmecTo «teMal3y;

3. Mcnonp3yil IBYX3TANHYIO aBTOPU3ALUI0. DTO KOTJIa IOMUMO I1apoJisl HY’KHO BBOAUTH KOJ,
NpUChIIaeMbIi 10 SMS;

4. Boibepu CIOXKHBIN Mapoib. [[i1s KaI0ro MOYTOBOTO SIIIKUKA JOJHKEH OBITh CBOM HACKHBIH,
YCTOMYMBBIN K B3JIOMY IIapOJIb;

5. Ecnu ecTh BO3MOXKHOCTh HallMCaTh CaMOMY CBOM JIMYHBIN BOIIPOC, UCIIONIB3YH ATy
BO3MOJKHOCTD;

6. Mcnonb3yit HECKOJIBKO MOYTOBBIX SAMIKUKOB. [IepBbIi 4151 4aCTHOM NEPENUCKU € aJipecaramu,
KOTOPBIM ThI I0BEPSIEIIb. ITO AIEKTPOHHBIN aJIpec HE HAJ0 UCII0JIb30BaTh IIPU PErUCTPALlUU HA
dbopymax u caifrax;

7. He oTkpsiBaii (haiiibl U ApyTUe BIOKEHUS B MUChMAaX Aa)Ke €CJIM OHH MPUIILTH OT TBOUX
npy3eit. Jlydie yrouHu y HUX, OTIIPABIISIIN JIM OHU TeO€ 3TU (DaiiibI;

8. [Tocne okoHuyaHust pabOThI HA MOYTOBOM CEPBHUCE MEPe/l 3aKPHITHEM BKJIAIKH C CATOM HE
3a0ynb HaXaTh Ha «BBIATHY.

KubepOynnuHr v BUPTyallbHOE U3/I€BATEIHCTBO

KI/I6ep6yJ'IJ'II/IHF — [IpeCICA0BAHNC COO6H.I€HI/I$IMI/I, COACPIKAIIUMU 0CKOp6J'IeHI/IH, arpeccuro,
3allyTUBAHUC; XYJIUTAaHCTBO, COUHUAJIBHOC 601\/’IKOTI/Ip0BaHI/Ie C IOMOIIBIO pa3JIMYHbIX MHTCPHET-
CCPBUCOB.

OcHoBHBIE COBETHI IO 6OPHOE ¢ KNOEPOYIITHHIOM:



1. He Gpocatics B 60ii. JIyummuii cnoco0: mocoBeToBaThCs Kak ceOst BECTH U, €CJIM HET TOTO, K
KOMY MOXXHO O6paTI/ITBC$I, TO BHa4aJi€ YCIIOKOUTHCA. Ecnu THI HauHes OTBEYATD
OCKOpOJICHHSIMH Ha OCKOPOJIEHHSI, TO TOJIBKO €I1ie OO0JIbIIe Pa30oXoKelTh KOH(IINKT;

2. Vnpasnsii cBoel kubeppenyramueii;

3. AHOHUMHOCTb B ceTH MHUMas1. CyIIeCTBYIOT CIIOCOOBI BBIICHUTH, KTO CTOUT 332 aHOHUMHBIM
AKKayHTOM;

4. He crouT BecTH XyIMraHCKH 00pa3 BUPTyalbHOU XKU3HU. IHTEpHET (PUKCHUPYET BCE TBOU
NEUCTBUS M COXpaAHSCT UX. YIAIUTh UX OyJIeT KpaiHe 3aTPyJAHUTEIBHO;

5. Colmronait cBOM BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii ennHUYHBIA HeraTuB. OHOpa30BbIe OCKOPOUTENbHBIE COOOIIICHNUS JTyUlIe
urHopupoBatb. OOBIYHO arpeccus MpekpamaeTcst Ha Ha4aJabHON CTaIuM;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH, B COIIMATTBHBIX CETSIX
€CTh BO3MOXXHOCTb OJIOKUPOBKH OTIPABKH COOOIICHHI € ONpeIeTICHHBIX aJIpECOB;

8. Ecnu ThI cBUzeTENb KNOEPOYIIMHra. TBOM efCTBUA: BBICTYNIUTh IPOTUB MPECIIea0BaTes,
[I0Ka3aTh EMY, UTO €ro JIeUCTBHUS OLICHUBAIOTCSI HETATUBHO, MO/JIEPKATh JKEPTBY, KOTOPOI HyKHA
MICUXOJIOTMY€ECKasi IOMOILb, COOOIIUTE B3POCIBIM O (haKTe arpeCCUBHOIO IMOBEIEHUS B CETH.

MoOunbHbI# TenehoH

CoBpemenHble cMapTHOHBI U IJIAHIIETHI COIEPKaT B ceOe BIIOJIHE B3POCIIbIM PyHKIMOHAI, U
TENEepb OHU MOT'YT KOHKYPHPOBATh CO CTALlMOHAPHBIMU KOMIIbloTepamMu. OJJHaKO, CPEACTB
3alUTHI U1 TOJOOHBIX YCTPOMCTB MOKa OYeHb Majio. TecTupoBaHHE U TIOUCK YSI3BUMOCTEH B
HUX ITPOUCXOAUT HEC TaK UHTCHCUBHO, KaK JJI HK, TO K€ CaMO€ KaCcacTcCia n MOGI/IHLHBIX
MPUITOKEHU .

CoBpeMeHHbIE MOOMIIbHBIE Opay3epbl yKe MPAKTUYECKHU JIOTHAIU HACTOJIbHBIE aHAJIOTH, OTHAKO
pacmupenue GyHKIIMOHAIA BICYET 3a COO0H OOIBIIYIO CIIOKHOCTh U MEHBIIIYIO 3aIUIIEHHOCTD.

Jlasieko He BCce MPOM3BOAUTENH BBIITYCKAIOT OOHOBIICHHUS, 3aKPBIBAIOIIUE KPUTUYECKHE
YS3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcCHOBHBIE COBETHI JIsl 0€30IMaCHOCTH MOOMIILHOTO TellepoHa:

1. Huuero He saBiseTcs MMO-HACTOAIICMY OCCILIATHBIM. ByI[L OCTOPOKCH, BSIb KOTlad Tebe
mnpeajaararoT OccrutaTHbIN KOHTCHT, B HEM MOT'yT OBITh CKPBITEI KAKHUEC-TO IIJIATHBIC YCIIYI'U,

2. lymaii, mpexae uem otnpaBuTbh SMS, poto uinu Bumeo. Tel TOUHO 3HACIIB, TAC OHU OYIyT B
KOHEYHOM HUTOTEe?

3. HeoOxoammo 0OHOBIISITH ONIEPAIlMOHHYIO CUCTEMY TBOETO CMapT(hOHa;
4. Ucnonb3yit aHTUBHPYCHBIE MPOTPAMMBbI IJ11 MOOUIIBHBIX TeNe(hOHOB;

5. He 3arpy»xaii npujiokKeHus1 OT HEU3BECTHOTO UCTOUYHHKA, BEJIb OHU MOTYT COJIEPKAaTh
BPEIOHOCHOE MTPOrPaMMHOE 00eCIIeueHHE;

6. ITocre Toro kax ThI BBIHACHIB C CaiiTa, I/1e BBOJWII JIMYHYIO HH(POPMAIIHUIO, 3aliJ1 B HACTPOUKH
Opay3epa u yzmanu cookies;

7. HepI/IOI[I/ILIeCKI/I HpOBCprI KaKHC IUIATHBIC YCIYI' aKTUBUPOBAHBI HA TBOEM HOMCPE,

8. JlaBaii cBOI1 HOMEP MOOUIILHOTO TeJIe(POHA TOIBKO JIFOASIM, KOTOPBIX Thl 3HACIb U KOMY
JI0BEpsielIb;



9. Bluetooth momkeH ObITH BRIKITIOUEH, KOT/Ia THI UM HE TOJIb3yenibes. He 3a0biBail nHOTIA
MIPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAIH-UTPBI - 3TO KPAaCOUHBIE, 3aXBaThIBAIOIME Pa3BICUeHUs, O0ObEINHSIONINE
COTHHU TBHICSY YEJIOBEK 110 BCEMY MUpY. Irpoku ncciaenyoT TaHHbI UM MUp, OOLIAOTCS IPYT C
JPYTOM, BBITIOIHSIOT 3a/1aHUs, CPAXKAIOTCSA C MOHCTPAMM U IOJIY4alOT OIBIT. 3@ YIOBOJIbCTBUE
OHH IUIATAT: NOKYIAIOT JAUCK, OIUIaYMBaIOT A0OHEMEHT WM IPUOOPETAIOT KaKHe-TO OIIINH.

Bce atu cpeacTBa uayT Ha MojAJiep:KaHue U pa3BUTHE UTPHI, a TAKXKe Ha caMy 0€30IacHOCTD:
COBEPIIICHCTBYIOTCS] CHCTEMBI aBTOPU3AIIMH, BBIITYCKAIOTCS HOBBIC MaTud (IIU(PPOBBIC 3aILIaTKU
JUIS IPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO)IO6HLIX HUrpax CTOUT OIacarbCd HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaXu TBOCTO
mapoJisi, Ha KOTOPpOM OCHOBAaHA CUCTEMaA aBTOpU3al[UU OOJIBIITMHCTBA urp.

OCHOBHBIE COBETHI 10 O€30IaCHOCTH TBOETO HUI'PpOBOI'0 AKKayHTa:

1. Ecniu ipyroii urpok BefeT ceds TII0X0 MITH CO3/1aeT TeOe HEMPUSATHOCTH, 3a0JIOKUPYH €ro B
CIIMCKE UTPOKOB;

2. Hoxcanyﬁcsi AJIMUHHUCTPATOPAM UT'PBI Ha IJIOXOC ITOBEACHUEC 3TOT'0 UT'POKaA, KCJIATCIbHO
IIPHUIIOXKUTH KaKHC-TO JOKA3aTCIIbCTBA B BUAC CKPUHOB,

3. He yka3biBaii muunyro nHdOpMaIiuio B npodaiie urpsi;
4. YBaxkail pyrUxX YYaCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeoduIIMaabHbIE TATYX U MOJIBI;

6. Mcrnionb3y# CI0KHBIE U pa3HbIE ApOJIu;

7. Jaxe BO BpeMsl UT'Pbl HE CTOUT OTKJIIOYaTh AaHTUBUPYC. I10Ka Tl Urpaeib, TBOM KOMIIBIOTED
MOTYT 3apa3uTh.

DUIIMHT UIH Kpaka JIMYHBIX JaHHbIX

OObIYHOM Kpa)kel AEHET U IOKYMEHTOB CETOHS YK€ HUKOTO HE Y/IMBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JI0YMBIIIJICHHUKY IIEPEMECTUIINCH B UHTEPHET, U MPOJOJIKAIOT
3aHUMAThCS «ITHOOMMBIM» JIETIOM.

Tak mosiBUIachk HOBasl yrpo3a: HHTEPHET-MOIICHHINYECTBA WM (DUIITHMHT, TIIaBHAS 11e7Th KOTOPOTO
COCTOMT B IMOJYYCHUN KOH(PHUICHIIUATHHBIX JAHHBIX MOJIH30BATENICH — JIOTHHOB U maposiei. Ha
aHTIMiickoM s3bike phishing untaercs kak pummunr (ot fishing — priOHas moBist, password —
1apoJib).

OcHoBHbIE COBETHI 110 60pbOE C PUILINHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciiu ThI O103peBaciiib, 4TO TBOS aHKeTa OblIa B3JIOMaHa, TO
HEOOX0IMMO 3a0JIOKMPOBATH €€ M COOOIIUTH aIMUHHUCTPATOPAM pecypca 00 3TOM KaK MOXKHO
cKopee;

2. Ucnonb3yit 6e3omacHbie BeO-CaTh, B TOM YHUCIIe, HHTEPHET-Mara3uHOB M MIOMCKOBBIX CUCTEM;

3. Ucnonp3yil ClIOKHBIE U pa3HbIe Mapoyid. Takum 00pa3oM, eciii TeOs B3IOMAOT, TO
37I0YMBIIINIEHHUKH TTOy4YaT TOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecniu Te0st B3IIOMaJIH, TO HEOOXOJMMO MPEITYTNPENNTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE
no06aBieHsl y TeOs B Ipy3bsAX, O TOM, YTO T€OsI B3JIOMAJIHM U, BO3MOXKHO, OT TBOETO UMEHH OyAeT
pacchuiaThes CIlaM U CCBUIKM Ha (PUITMHTOBBIE CANTHI;



5. YcranoBu HaaexHbIl apoib (PIN) Ha MoOUIBHBEIM TenedoH;
6. OTKIII04M COXpaHEHUe Mapois B Opaysepe;

7. He oTkphiBaii (ailsiel U Ipyrue BIOKEHHUS B MUChbMaX Ja)ke €CIIM OHU MPHIIUTH OT TBOUX
npy3eit. Jlyurie yTo4HM y HUX, OTHPABIISUIN JIM OHU Tebe 3TH (haiiibl.

Hudposas pemyrarus

Hudposast penyranus - 3T0 HeraTUBHAs WM MO3UTUBHAsA HH(pOpMaIUs B CETH O TeOe.
Komnpomerupyromas nHGpopMarys pa3MereHHas B UHTEPHETE MOXKET Cephe3HbIM 00pazoM
OTpa3uThCs Ha TBOEH peasibHOM u3HU. «L{udposas pemyranusp» - 370 TBOM UMHJIK, KOTOPBIT
bopmupyetcs u3 uHGopMaIuu o Tede B MHTEPHETE.

TBoe MecTO KUTENBCTBA, YUeObl, TBOE PUHAHCOBOE MOJIOKEHUE, 0COOEHHOCTH Xapakrepa u
pacckasbl 0 OJIM3KHX - BCE ATO HAKAIUTMBACTCS B CETH.

MHorue noApOCTKH JETKOMBICIEHHO OTHOCSTCS K IMyOIUKAIMK JTMYHON HH(pOpMaIK B
WuTtepHeTe, He TOHUMAs BO3MOXKHBIX MOCIEACTBUIL. ThI 1axke HE CMOXKEIIb JOTaJaThCs O TOM,
4To (poTorpadus, pasMenieHHas 5 JeT Ha3all, cTaja MPUYUHON OTKa3a NPUHSITH TeOs Ha paboTy.

KommeHnTapuu, pazmenienue TBoux ¢pororpaduil 1 Ipyrue JeicTBUS MOT'YT HE HCUE3HYTh JIaxkKe
[OCJIe TOTO, KaK Thl UX YIaJIUIIb. Thl HE 3HACIIb, KTO COXPAHWII 3Ty UH(OPMAIIHIO, TIOTANa JI1
OHA B IIOMCKOBBIE CUCTEMBI U COXPAHMIIACH JIX OHA, a INIABHOE: YTO MOAYMAIOT O Te0e
OKpYy>Karollee JIFO/I1, KOTOpble HalyT ¥ yBUAAT 3T0. HaliTu nHpOpMaLuio MHOTO JIET CIIyCTs
CMOXET JIH000H - KaK U3 A0OpbIX MOOYKACHUH, TaK U C HAMEPEHUEM NIPUUYUHUTH Bpel. ITO
MOXeET OBITh KTO YTOJHO.

OcHOBHBIE COBETHI IO 3alIUTE IU(PPOBOI pemyTaIiu:

1. ITogymaii, mpeskie YeM 4TO-TO IMyOIMKOBATh U MepeaaBarh y ce0s B 6J0re WM B COIMAIBHON
CeTH;

2. B Hactpoiikax npo¢uiisi yCTaHOBH OI'PaHUYEHHUS HA TIPOCMOTP TBOETO MPOdUIIS U €ro
COIEPIKUMOT0, CAENAN €r0 TOJIBKO « IS APY3EH»;

3. He pa3memaii u He yka3biBaii HH()OPMAIIHIO, KOTOPas MOXKET KOTO-TUHOO0 OCKOPOISITh UITH
00MKaTh.

ABTOpCKOE IIPABO

CoBpeMeHHbIE MIKOJIbHUKH- aKTUBHBIC MOJTH30BaTENIN IU(PPOBOTO pocTpancTBa. OHAKO 1aJIEKO
HE BCE 3HAIOT, YTO MOJIb30BAHWE MHOTUMHU BO3MOXKHOCTSAMU IIUGPOBOTO MUpa TpedyeT
coOTIOIeHNsI PaB Ha UHTEIJICKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH «MHTEIIEKTyalbHast COOCTBEHHOCTBY» OTHOCUTCS K Pa3IMYHbIM TBOPEHUSIM
YeJIOBEUECKOTO yMa, HAauWHasl C HOBBIX M300pETEHUH 1 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTH
Ha TPOIYKTHI U YCIYTH , U 3aKaHYMBasi KHUTamHu, poTorpadusmu, KHHODUIBMAMH U
MY3bIKaJIbHBIMU TTPOU3BEICHUSIMH.

ABTOpCKHE IIpaBa - 3TO MpaBa Ha UHTEUIEKTYyaJIbHYyI0 COOCTBEHHOCTh Ha IPOU3BECHUS HAYKH,
JUTEPATYpbl U UCKYCCTBA. ABTOPCKHE ITpaBa BHICTYINAIOT B KAYECTBE rapaHTUHU TOTO, YTO
WHTEJJIEKTYaJIbHBIA/TBOPUECKUN TPY/] aBTOpa He Oy/IeT HampacHbIM, JacT eMy CIIpaBeuBbIe
BO3MOXKHOCTH 3apab0TaTh Ha pe3yJbTaTax CBOEro Tpy/a, MOJYYUTh U3BECTHOCTh U MPU3HAHHUE.
Hukro Ge3 pa3pelieHust aBTopa He MOXKET BOCIIPOU3BOAUTH €r0 MPOU3BECHHIE, PACTIPOCTPAHATD,
MyOIUYHO TEMOHCTPUPOBATH, IPOAABATH, UMIIOPTUPOBATh, ITyCKaTh B MPOKAT, ITyOJIMYHO
WCIIONHSATH, MIOKa3bIBAaTh/UCIONHATH B 3(hupe uiu pa3meniars B IHTepHere.



Hcnonb30BaHNE «IMPATCKOr0» MPOrPaMMHOIO 00€CIIeYeHHsT MOXKET IIPUBECTH K MHOTUM
pHUCKaM: OT IOTEPH JIaHHBIX K TBOMM aKKayHTaM 110 OJJOKMPOBKH TBOETO yCTPONCTBA, T1e
YCTAHOBJICHHBIH He JlerajibHas nporpamma. He ctout Taxoke 3a0bIBaTh, YTO CyIIECTBYET
JerajbHble U OeCIUIaTHBIC IPOrPaMMbl, KOTOPbIE MOXXHO HAWTH B CETH.

O noprane

CeTeBHYOK.p(¢ - TBOH IIABHBIN COBETYHK B CETH. 3/1€Ch ThI MOXKEIIIb Y3HATh O OE€30MMaCHOCTH B
CETH MOHSATHBIM M JOCTYITHBIM SI3BIKOM, a TIPY BOSHUKHOBEHHU KPUTUYECKON CUTyaIlnu
00paTuThCS 32 COBETOM. A TaK)Ke MPUHSATH y4acTHE B KOHKYPCaX U CTaTh CaMbIM IIH(POBBIM
rpaXxaaHuHOM!

[Mucemo Munobpuayku Poccun ot 14.05.2018 Ne 08-1184 "O nanpasnenun nnpopmanun"



